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Houston Methodist requires Mobile Device Management (MDM) on any mobile device used to access HM
email, mobile Epic applications (such as Haiku or Canto) and other applications that may contain patients
protected health information (PHI). This requirement protects patients’ PHI, and you won’t be able to
access these applications on your device without installing MDM. MDM also ensures you have an updated
iOS version installed and a device passcode.

Important
When you enroll your device, HM can’t see your personal information. For more information and a list of
what can and can’t be seen, read this Microsoft article.

Before installing Intune, make sure your device is updated to the latest version. To check/update your
device, go to Settings > General > Software Update and tap Download and Install. Note: iPhones 7 Plus or
older can’t receive the update, because they're no longer supported by Apple. If you're not on the latest
version, you may receive this email.

HOUSTON

Methalist

LEADING MEDICINE

Unsupported iOS Version

You are receiving this message because your mobile device currently enrolled in
Microsoft Intune Company Portal will be non-compliant with the Houston
Methodist security policy due to the required minimum operating system.

You have TWO WEEKS from the date you receive this email to update your mobile
device to the current OS version to continue accessing Houston Methodist
resources. If your device does not support current OS version, please work with
Cellular Services department to enquire on updating your device.

In order to remain compliant, please update your device to current OS version as
soon as possible. Houston Methodist Cybersecurity team recommends turning ON
Automatic Updates on your device.

Steps to update OS your device: Go to Settings >> General >> Software Update

Thank You,

Cybersecurity Mobile Device Security Team

Intune Installation Instructions
1. Go tothe Apple App Store and search for “Intune Company Portal”.

App Store
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2. Tap Get.
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3. Swipe up from the bottom of the screen or tap the Home button (if your device has a Home button
on the screen), find the Comp Portal icon and open it.

4. Enteryour full HM email address. If you weren’t assighed an HM email address, you can enter your
HM user ID as an email address (e.g., TMHXX@houstonmethodist.org), then tap Next.

Important Note:

¢ You must use your HM email address or username@houstonmethodist.org to log in.
Intune won’t install if you don’t use your Houston Methodist credentials.

e If you've been assigned an HM email address, you must enter it. The HM user ID format
won'’t work if you have an existing HM email address.
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5. Enter your password, then click Sign In.

3:44

Cancel

Metholist
« @houstonmethadist.arg

Enter password

) BTN

All communications sent to, from, or within
Houston Methodist are the property of Houston
Methodist and should be for business purposes
anly. To report violations or if you are
experiencing issues, please call the Houston
Methodist IT Help Desk at 832-667-5600.

6. You'll be prompted to verify your identity through a Call, Text or the Authenticator app (if installed).
The example below shows verification via the Authenticator app, where you’ll receive a pop-up and
will need to acknowledge that you're trying to sign in and enter number shown. If you receive the
code via a Call or Text, enter the code when prompted.

3:44 wll T -

Cancel

Methalist

o Are you trying to sign in?

@houstanmethodist.org

Houston Methodist
@houstonmethodist org

Approve sign in request
Enter the number shown 10 sign i
@ Open your Authenticator app, and enter the

number shown to sign in. App
Micrasoft Intune Company Portal

’] O Location
TX, United States
“Crpress
No numbers in your app? Make sure to upgrade to the
latest version. °Houston
SU93 A ang” o
| can't use my Microsoft Authenticator app right now
o
it mi Yes

All communications sent to, from, or within
Houston Methodist are the property of Houston
Methodist and should be for business purposes
only. To report violations or if you are
experiencing issues, please call the Houston

Methodist IT Help Desk at 832-667-5600. 1 2
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7. Once authenticated, Intune enrollment starts. Tap Begin.

Methalist

Set up Houston
Methodist access

Set up your device 10 access your email, devices,
Wi-Fi, and apps for work.

(1) Review privacy information
@ Download management profile
© Install management profile

Checking device settings

Learn more

8. Tap Continue to acknowledge review of privacy information.

Device management and
your privacy

Here is what Houston Methodist can and cannot
see or do on your device. Data collected will only be
used to ensure your device is compliant with
policies ta protect Houstan Methadist data.

Can't Can

O

+ View rowsing history on this device

+ See your personal emails, documents, contacts, or
calendar

+ ACcass your passwords

+ View, edit or delete your photos.

- Sea tha location of a personal device

|

Continue
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9. Tap Continue to download management profile.

3:44

Hethalist

Set up Houston
Methodist access

Set up your device to access your email, devices,
Wi-Fi, and apps for work.

@ Review privacy information

Download management profile

Install management profile

—-0-0-

@ Checking device settings

Learn mare

|

Continue

Postpone

10.Tap Allow to download the configuration profile onto the device.

3:44 wil T -

Cancel @ ortal.manage.microsoft.com sA &

This website is trying to download a
configuration profile. Do you want to allow
this?

Ignore  Allow
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11.0nce the Profile is downloaded, click Close.

Cancel @ jortal.manage.microsoftcom AA

yethalist

Continue to Company Portal

After th ompany
Profile Downloaded
Review the profile in Settings app it
you want to install it

Close

no.ngam

3:44

Methalist

Set up Houston
Methodist access

Set up your device to access your email, devices,
Wi-Fi, and apps for work.

@ Review privacy information

|
© Download management profile
@ Install management profile

I
@ Checking device settings

|

Continue
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13.The following screen explains how to install the management profile that was just downloaded to
the device.

How to install
management profile

1.Go to the Settings app
Select Profile Downloaded.

If you don't see option;

a. Select (B

b. Select VPN & Device Management.
2.5elect Install

Follow the on-screen instructions to complete the
installation.

3.0pen the Company Portal app again

14.Swipe up from the bottom of the screen or tap the Home button (if your device has a Home button
on the screen). Find the Settings app and tap it to open it.
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15.1n Settings, go to General (1), VPN & Device Management (2), Management Profile (3).

3:44 wil F - 3:44 wil F - 3:44 wil F -
Settings ¢ Settings General ¢ General VPN & Device Management
Profile Downloaded About ﬂ VPN I ected

Software Update
Airplane Mode

Wi-Fi LA AirDrop

Ld Bluetooth i .
. AirPlay & Handoff g Management Profile
Cellular

Picture in Picture

Sign In to Work or Schaol Account..

CarPlay
a Notifications
L4 Sounds & Haptics iPhone Storage
Focus Background App Refresh

B Screen Time

Date & Time

@ General o Keyboard

B control center Fonts
Display & Brightness Language & Region
B8 +ome screen Dictionary

Accessibility

Wallpaper VPN & Device Management e

B ssseach

16.Tap Install.

Cancel Install Profile Install

@ Management Profile |

Device Enroliment Challenge

More Details

we Downloaded Profile

Enter your passcode

0O 00O0O0O0

17.When prompted enter your device’s passcode.
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18.Tap Install.

Installing Profile

@ Management Profile

Signed by DSProfileSigning. manage microsolt.com

tion Instal this profile to get access to your
company apps

Contans Device Enrollment Challenae

More Details

Remave Downloaded Profile

Install

Cancel

Cancel Warning Install

Installing the certificate "Microsoft Intune Ros
Certification Authority” will add it to the list of]
trusted certificates on your iPhone.

Installing this profile will allow the administrator
at “https:ffi. nanage.micresoft.com/
DeviceGatewayProxyfioshandler.ashx” to
remotely manage your iPhone.

The administrator may collect personal data,
addjremove accounts and restrictions, install,
manage, and list apps, and remotely erase data
on your iPhone.

19.Tap Install (1), then Trust (2), when prompted.

Cancel Warning Install

ROOT CERTIFICATE

Installing the certificate “Microsoft Intune Root
Certification Authority” will add it to the list of
trusted certificates on your iPhone.

EMENT

Installing this profile will allow the administrator
at “https:/fi. manage.microsoft.com/
DeviceGatewayProxyfioshandler.ashx" to
remote’ .

Remote Management
The ac Do you trust this profile’s source to ta,

addjre  enroll your iPhoneintoremote fall,
manac (bt ‘data
on you

Cancel Trust
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20.Tap Done on the Profile Installed window.

Profile Installed Done

108ProfileSigning manage. microsoft.com

Ins o get
Mol Management
Device Identity Certificate
2 Certificates

Mare Details

@ Management Profile |

21.Go back to Intune Company Portal app and tap Yes, | installed the profile, and then click Continue
on the next screen.

How to install
management profile

1.Go to the Settings app
Select Profile Downloaded
1 you don't see that option:
a. Select [Z] General.
b. Select VPN & Device Management.
2.Select Install

Follow the on-screen instructions to complete the
installation.

3.0pen the Company Portal app again

Leam mare

Did you install the profile?

Yes, linstalled the profile

If not, open Settings and install the profile now.

Can't find the profile?

Download again

3:44

Methalist

Set up Houston
Methodist access

Set up your device to access your email, devices,
Wi-Fi, and apps for work.
@ Review privacy information
© Download management profile
|
@ Install management profile

@ Checking device settings

Continue
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22.Intune checks device settings and displays four green checkmarks if installation is successful. This
may take a few minutes. Tap Done. Your device is how compliant and enrolled in Microsoft Intune
Company Portal.

Methalist Methalist

Checking device settings You're all set! Apps
Fhvieh ! e You should now have access to your email,
devices, Wi-Fi, and apps for work.
@ Review privacy information Featured apps View all
@ Download management profile P ~
© Install management profile = - R
| Epic
@ Checking device settings @ /I 1
N
Learn mare Epic Mobile MARS Mobile Microsoft Ed
Recently published View all apps

u Micrasoft Excel

_I"‘:_ Pulsara: Medical Communication
s : wnology, I

't Microsoft PowerPoint

l E' Microsoft Word
HH i £
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If Intune Doesn’t Verify Your Device as Compliant

If your device is non-compliant, it may be due to your device not being updated to
the latest iOS version, or your device doesn’t have a passcode. Once you update
those settings, by following the steps below, your device will be enabled for access. | Yourealtset!

Methalist

1. Check your compliance status. Open Intune Comp Portal. s WL, s
2. Tap Notifications. © i vy frmation

3. Tap the red exclamation point next to the notification alert. O

4. The Update Device Settings page will display what needs to be set for © Checking dovice stings

Intune to mark you as compliant. Tap Check Settings.

Intune will attempt to display what settings need to be updated for the
device to be compliant. When corrected, tap Check Settings to verify.
6. If fully compliant, you will see this confirmation screen. Tap Done.

o

L
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