Op Owner

Vendor

Security

Infrastructure

IT Legal

Risk and Legal

Develop RFP and
Business Case on
Selected Product

IJ

2

If vendor requires Non Disclosure Agreement, HM
MNDA Template to be reviewed by vendor and sent to
legal for review and stamp. VP of originating area to sign

prior to discussion of their product.

Present to Councils

Help Prioritize
Agreements

A

Celebrate
signatures

° Review with
(1) Security Directors i e
Review for: (1)Term; V
Scorecard, (2) |_> for conflicts (2) otffel
SAR, (3.) Vizient and - ] agreements Real Work Begins!
review $ ownership Council Approval Address Questions A — Work with other
((:Icocyr.nent pf°°f > (wn';:ln;:)qdl:z:; as Required Linked, (3) Auto- Prioritize Directors on timing
of pricing review) R renewals, (4) FOB., Agreements of Projectand
1 etc. Load all into update DCM
° Contract Module.
Include Security
Scorecard report,
e Initial review of SAR, and proof of
o agreements to pricing review
update Business
Data Governance TS 1
Cre'ate Approval if PHI is
Business to be shared
Case (for outside HM
new ° When questions persist, IT
Products) Director to set up negotiation
call w Legal, Vendor, Security,
Risk, & ITVP.
° o / e e o SOW w/ Consultants
require an Attestation
Form completed
Provide to .
vendor HM Alldocuments requiring A new Vendor needs HM’s forms: (1) Auth for
Inputto the Legal review must be in . i i ire;
BAA and Data 8 Payment; (2) Risk Management Questionnaire; (3)
SAR P ; '_> Word. format: (1) MSA; Supplier Add-Change; (4) Vendor Ownership; (5 & 6)
rocessing 2) SOW: (3) Li \‘ X >
e (2) ; (3) License Data Processing Agreement and BAA (if PHI); (7)
. agreements, (4) Their W-9; (8) Certificate of Insurance - new MSA
to PHI Amendments, etc. needs this as well (listing HM Attn: Corp Risk as the
Certificate Holder)

v

Evaluate Security — Requires an overall “B”
rating. Any area with less than a “B”
requires vendor discussion.

|

IT Director arranges call with vendor for
Security review if questions prior to Security

sign-off

h 4

Evaluate SAR and
review Technical
aspects

>

IT Director arranges call with vendor for
Technical review if questions prior to
Technical sign-off

Approve for
Legal

Send back to IT

t Director for updates 4—

where required

—

Initial IT review

IT Legal Review,

\ 4

Director, & Vendor
review

Send to IT Director
after IT Legal Review
for Director, &
Vendor review or
further steps

A

Ensure alldocuments are loaded: (1) NDA — if applicable (2) BAA (3)
DPA (4) MSA/Amendment/SOW, etc. Where applicable (5) Auth for
tPayment; (6) Risk Management Questionnaire; (7) Supplier Add-
Change; (8) Vendor Ownership; (9) Vendor W-9; (10) Certificate of
Insurance; (11) Attestation form (reference #17).

When questions persist, IT
Director to set up negotiation
call w Legal, Vendor, Security,

Risk, & ITVP.

Executive Decision
(Eventually a

Allissues

No 4— Ived?
Contract Exception No resolved
Group)
° A\ 4 6 Y gum— °
Responses ‘ ;
Agreements ready approved
for Legal and Risk N 1 Agreements ready |

review

Yes\

Initial review may go
back to ITfor
Director and VP
responses

Additional

Questions?

for Approval

]l ©

Yes

Stamp APPROVED
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